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155

FEIXAN B4R Hog H SR, = IR55 10 Sl (Sefd) Bk fi ) - 15 B 28 = 7 IR 25 4R it i
KSLHAZ ML SRR AL, St RI AR % (1aaS: Infrastructure as a Service) . “F&E RIS
(PaaS: Platform as a Service) f#f|i1/k% (SaaS: Software as a Service) . XLEARTEAK R
S5 L LR T AR AR R A AL B U R NBEE, A R RS ORI IX SO IR B AL HOR SR, g, S fE
AN T SRR R, AT RETIN 5E 2ok B N2 22 2 7 TPk . £SO RATL, A sefkidid 58 =07 ik
AL (TPSP: Third-Party Service Provider) >kixi% PCI DSS (Payment Card Industry Data
Security Standard) Fr#EIZER. atsec fEA AT K77k (PCl: Payment Card Industry) %4 inifEZ:
14z (SSC: Security Standards Council) B & 2P L4 (QSA: Qualified Security
Assessor) {EWREIAFSEfAREST PCI DSS &g Bod A, it 5 =77 MR85 (1L S0 p i BRAR 3R T o 20 de f sk
.

AR BRI AE PCI DSS S RZIGH A 1058 =7 IR 52 4ikrs (TPSP)Y , JFH4r S AGI TPSP
B HHEH TPSP (— R AESLE %, LUAH] PCI DSS (& MER, RAHRRFR A%dE (CHD:
Cardholder Data) #4345 2 f#¥".
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2 TPSP #EiR
2.1 TPSP fE X

MR AR AT 22 &b e i1 4 (PCI SSC: Payment Card Industry Security Standards
Council) HJiRNEF, TPSP & -

Third-Party Service Provider (TPSP): Any third party acting as a service provider on behalf of an
entity. See Multi-Tenant Service Provider and Service Provider.

RAEE S B =TSPt (TPSP) R4RAESEE (Entity) 784lik55 5t (SP: Service
Provider) [{TAa28 =75, fE PCl DSS &#PPAbNT, X B sefh” T %R IE7E45Z PCI DSS # & 1A
Al AR, R RESRSRAER (SP) MHFIE, HH AR HRBAMAREEIRS K = A &
TPSP HJ5E o K, FEFIWras SLARSR MRS 102 = J7 & 5% T PCI DSS 5E i) TPSP i, A7 %S
MR FRAER (SP) NS AN FEIA TS M EE A% . PCI SSC AT IR S5 4R 4L  (SP) & LT

Service Provider: Business entity that is not a payment brand, directly involved in the processing,
storage, or transmission of cardholder data (CHD) and/or sensitive authentication data (SAD) on behalf
of another entity. This includes payment gateways, payment service providers (PSPs), and independent
sales organizations (1SOs). This also includes companies that provide services that control or could
impact the security of CHD and/or SAD. Examples include managed service providers that provide
managed firewalls, IDS, and other services as well as hosting providers and other entities.

44 1%5E X X% PCI SSC X (Third-Party Security Assurance) [HEEf#, MRSHZEER (SP) & —4
sk AA, FEAR AT R — 0, RS ERES HEAER S AR kR R AN . IRk
FAHRMER (SP) L ALHEAR e F Az BUAT REREMA 35 - N B 2 e I IRST A ), RUEATYSEAA SR ALab P, A7 1
BRI R R N RS S =07, B SR AL AT RN X He B 22 4 = AR R R IR il IR 25 (R 38 =07, #ERT 93 09
PCI DSS tr#fE &L 1) TPSP.

2.2 TPSP H7RHl
BT TPSP Fr2 b MR & M R HAE R R A B (CHD) 8iff R Adi#45% (CDE: Cardholder Data
Environment) Hif A G AIEENT, DLUN XN AT ey PCI DSS & #LTa N 1) TPSP.

o BRI, MEM/BAARIERASIERYM: 1, E-commerce SCAHRELRT, HRVERE R
%, ASHIRE RS, UM, SB=J7 k3w, SRR SRS sk, 55 =5 fi s s .

o BREVFEAEIE (CHD) KbLMA: 4L L A H A 22 4 8 S A =], R A (1)
YAAFENE, FRALA AL I35 B ks B ABIE A R, SaaS AR (BFR%. =5,
IDS/IPS. SOC %) , #4454 ftpgss,

o ZE5RPREABIENIE (CDE) WNM: FEMEMEIRSIRAE, BP0 KRS/ k2SR 4k,
AR O RA R, Wi RS, AR RS (IDS) . iR, BER

W, AR, Wi H SR
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FIREdEALE] CHD 5% CDE KyLMg: $ROLE 1T ST RE RS R HER, SRR IT R I A A,
o Web B HIFER?, SEOELED A 55 ISR LR, Fan HVAC BE s S5 5%

RUHE R (Point-of-Sale) MRHRITFRIINIM: W LELFFIIF 225, g, idE,
KA HAZ by« B A7 AN BR BB A5 e SR R e A R A

HWHAFR T, TPSP & —MEIAH EMSTIS RISk, /1, EWaTae)E T2 A STk K A Ee T Tl %

FIC, UM XA N IR SS BIC I A TE AL T S AR ELH R B HINS 1 ] Bl 55 B e R RE AT DA
TPSP [)—Fif o 345 ZERF I 002 R b RS KSR AR E N IINLR (RS AR ANET

TPSP.

2.3 TPSP. SP Ml Entity =& Z AKX &
T## TPSP. SP fl Entity Z [RIFAH B2 FEH , X+ TFIR AN TPSP WA ERE L,

. VERSPI S A BUEL
SEB(Entity) — zeunERARE

‘ AR5 1R 17 (SP)

HTPSPi#{TRIRE

&, RBRITE, $HE

ol o RES—NLALE, 77
‘ EREEAMIE, SBRTE

BT S
- B=HRSRMHE |
. (TPSP)

TPSPES{EA— - SPREH
/EPCI DSSHIE#L.

K 1: TPSP, SP Al Entity % &K

T L, S =F Z MR R VT

a. TEATRER S A EE MRS (SP) B aERR, LS HLFIEE.
b. TPSP ZRFHEME (SP) H—1 T4,
C. RN RHEE R ABIR M 2 A A 5T, MIX L HR s CDE (482 i TPSP $uT 1.
d. SRR LRI TPSP 5y PCI DSS HYZK, JFATRERS Eb AT /R AL . UG PAG A RR 2 B 4%
LA f& TPSP 55 AN 2 M sk B 5 i) PCI DSS & L.
e. TPSP tnlag A & 1EN—> SP F5%4% 2 PCI DSS 1)&#.
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3 FHXRA PCI DSS el A i TPSP

EEH=

JriRS GRS (TPSP) &R, BfRE ik £l (Account Data) )% 4x2 LA &

BT . N, SR T — 25 58 3 Kk B TPSP IUECRAIRER, FFbAT 4 T A0 RV 2 RRU T4, X
AUA BT 2% TPSP /2 B4 PCI DSS R AZIG [, 1 FIEREH B Sttt — 5 W R 5 7 2R 1%
TPSP i#5F PCI DSS Z4frifi. fE5I N TPSP Z i) LIRS LL R JLAN IR R #1 W TPSP 52 #54£ PCI DSS )
A N B B AR R . IR —ANME R E E M, W% TPSP J& T PCI DSS 87 %6

a
b.
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75422 5% CDE [ {#y 8y il ?
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4 PCI DSS 55t FS2a K F i) TPSP 18 B E R F LB

MR — AN =5 RS (TPSP) SR b H5 R+ A S #8558 py sl B A S R 5540
KM ThRERS, XL TPSP M35 sh & H B SLiR ) PCI DSS &8Ik, 455125 PCI DSS ERIi 12.8 Hi%
foxt TPSP f XU FE . IX B SRR 0 f TPSP Bf# T i <F PCI DSS RUZESR, LUK E A& 30
JRR

PCI DSS v4.0.1 f5#k 12.8 ERTif3% 12.8.1-12.8.5, —3t 5 AN/NRIER, BLEH I 2K
LK.

4.1 HPHEER 12.8.1 REBAFE
FRERLE T R

12.8 Risk to information assets associated with third-party service provider (TPSP) relationships is managed.

Defined Approach Requirements Defined Approach Testing Procedures Purpose

Maintaining a list of all TPSPs identifies where

12.8.1 A list of all third-party service providers 12.8.1.a Examine policies and procedures to verify potential risk extends outside the organization
(TPSPs) with which account data is shared or that that processes are defined to maintain a list of and defines the organization's extended attack
could affect the security of account data is TPSPs, including a description for each of the surface.
maintained, including a description for each of the services provided, for all TPSPs with whom
services provided. account data is shared or that could affect the Examples
security of account data. Different types of TPSPs include those that:
BRAESEE:

DN X AR HEER A, SR ER O VR 00 26 =07 IR S5 SRR T 5, TR M A AR TPSP i
BERIIR ST A, BRI TPSP K - #odls 92 HLLL Kkt CDE 22 450 . 3%, Sepn] DU RIY
B RGEHE TR RICRIZEE R, EFERME S RE . TR A HILH I 40 2 R FR Bk
AT BOBIE ]G A3 124

4 PCI SSC )&% 4+ (Information Supplement: Third-Party Security Assurance) 6.1.2
HEI R T atsec ZHESMEZLIMAZR, X TPSP (1) LL N ARG BT F AR 7 =

HEAER 325 B HEEERG ASHBEERAFANE)
TPSP Name F=OT AR AR | [l XYZ = MR&$E k]
Primary Contacts FHERRAAGE ggﬁut AN, L, T,
Services Provided SRR S Zgﬁu: AR, Bipfeth, M&REH
S [Blhn: BUBIGEESE, EKS5 510
Shared Data Elements HLEREHE TR (PAN) » 4]
. N . [Blhn: SEARWNER, 55 =5 RS E,
Data Location BRI SR AT IR 45 SR T ]
oystem Components RGULLER [ WR258, MOiRpE, W% 8]
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TPSP Risk Assessment
Results

TPSP JRS AL 45 R

(hn: ARPRS, wRUs,  re XU ]

Monitoring Cycle

% A SR

(ltn: & H, 5]

Frequency

Last Date of Review A S ZH N [RfRH#, . 2024-10-01]

Contract Renewal/Expiry o R [ﬁgliﬁu. 2025-01-01 #:%, 2024-12-31 3

Required N . N s AT

Documentation/Evidence | 71 A/ (. RSN, 24, A RUMEER]]
. P ¥ A FE M pE /\El‘

Nested TPSPs ﬁgm TPSPs [Tﬁﬂﬁﬂ ﬁ?&ﬁﬁ%%ﬁ&ﬁ*ﬁE{/\ﬁAA—.}’ M

e RSs 1R B AR ]

Third-Party Payment

Compliance

Applications = A R [Bldn: XYZ S2AmSE, ABC B3>0 44 N ]
Cardholder Data Volume R AE = ggﬁu: FHeR 100GB, XLHR 500 7%
Logical Network Access 2 X 25 15 7] iﬁu: I VPN Tr, RARRE P AL
TPSP Designations Y% PCI DSS &4 | [#itw: 150, PCI QIR, PCI PTS, FIPS 140
Supporting PCI DSS TPSP A K]

TR, R RMAEAR  EARE SR R ARG BT IS A . LRI N AR S %, Ak

SRS IS 37 2 0 S P B

4.2 FpEER 12.8.2 REBRSE

FRAERLRE H TR K

Requ"ements and Tes“ng procedures “

Defined Approach Requirements

Defined Approach Testing Procedures

12.8.2 Written agreements with TPSPs are
maintained as follows:

could affect the security of the CDE.

« Written agreements are maintained with all ! 1P ;
TPSPs with which account data is shared or that | €lements specified in this requirement.

« Written agreements include acknowledgments
from TPSPs that TPSPs are responsible for the
security of account data the TPSPs possess or
otherwise store, process, or transmit on behalf
of the entity, or to the extent that the TPSP could
impact the security of the entity’s cardholder
data and/or sensitive authentication data.

elements as specified in this requirement.

BREESLER:

12.8.2.a Examine policies and procedures to verify
that processes are defined to maintain written
agreements with all TPSPs in accordance with all

12.8.2.b Examine written agreements with TPSPs
to verify they are maintained in accordance with all

Purpose

The written acknowledgment from a TPSP
demonstrates its commitment to maintaining
proper security of account data that it obtains
from its customers and that the TPSP is fully
aware of the assets that could be affected during
the provisioning of the TPSP's service. The extent
to which a specific TPSP is responsible for the
security of account data will depend on the
service provided and the responsibilities agreed
between the provider and assessed entity (the
customer).

In conjunction with Requirement 12.9.1, this
reguirement is intended to promote a consistent
bamAima ok .

Lessml mF i Ak ik Hamie

N T AR PCI DSS v4.0.1 Z5R1T12.8.2, 52 PPA IS AN g S i H AR G 7 R B LA =
Jiks5 1R AR (TPSP) , UATR & SEARLE AR T P 25 1T 5 i AT AR IR SR B 20 DR AT s -

a. TPSP FIRA: 220 Je ikl Ab sk & s s n] e s2mn £ = A Bl A5 (CDE) Z&fIiTE
TPSP. X I T 36 = R RIFATHR AL, DL T RABATT7ENK 7 285 A1 CDE J5 T W ff (e 51

£

b. HIEHEWN: SEA TPSP i€ PR T Pl XL PN BIRHLE TPSP X R HAHA . A
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B e BN S ik CDE 22 ik 1 Bl i 5TE . EREEMNR, XL AURYE A
TPSP $ AL IRIHREE MR 55 LA BT I R B0 22 4 RS 14T 58 11«

c. TPSPIHA: HitraED TPSP IER AR - 80 2 M 5T B R B P T M) — &
53 o WLZBH DR BN TE I T 5 BB A 1 AR 55 0 43 FiC (VTR 53 AR 4R — .

d. UMUK eI ERMER . BT BRI ok e W E AR R X e, DURBIRSS . B b 2 s
BE BRI AT AR AL

e. MWEEEMBAE: SCitides: R AGIUE TPSP M sF P iR . X AT AW Joxt TPSP i# 57 PCI DSS #
SR B AT E WAV . BT A

f. EEREXR: W TPSP KBS =J7ik Mt ("nested" TPSPs) KIFZHtHSS, 1l fRiXLL
REXRRWA LA T2 TPSP Rt H W8T KB L AESR .  ("nested”
TPSPs) 248 AL IR S5 M5 55— 558 = 77 IS SR S i 25T AR 55 & IR) AT AT S 4k o

g. SCREFNIERERRGE: ATE BT BIABAHSCSOR S — NP . AT P S IR R, I
£ PCI DSS PPAili S [a] a1y o] AL B A

h.  FIRER: X358 TPSP X RN R LT @ MBI A ZRER, DL IR BT T X L b
F B L DL S AT TE X R R R A

i.  FAESHEE: FIA (Information Supplement: Third-Party Security Assurance) 4 PCI
SSC B MIBHE, IREA G JUEHE TPSP LR M £ kA .

Sioh, i PCI DSS 3R A 12.10 Honf Fbma N RIFIFRAEZER , 0 T SEL A Stk 85 4k, mEe
AL LIRS R R AR ST I BRI TR SRR AT 2 . BRI, SRZER I SEARTE 5 TPSP 2537 (4 [/
E, ERABI/MEEN, TPSP Li4i2 5 PCI BGEHE (PFI: PCl Forensic Investigator) [
KITAE, OIEHBHRALSRMEIE . R, APFRIAHSC RS 15 B UL A,

4.3 WFHEEER 12.8.3 REBRSE

PR SE 5 TR K
Requirements and Testing Procedures Guidance
Defined Approach Requirements Defined Approach Testing Procedures Purpose
- — _ . i A thorough process for engaging TPSPs,
12.8.3 An established process is implemented for 12.8.3.a Examine policies and procedures to verify including details for selection and vetting prior to
engaging TPSPs, including proper due diligence that processes are defined for engaging TPSPs, engagement, helps ensure that a TPSP is
prior to engagement. including proper due diligence prior to thoroughly vetted internally by an entity prior to
aaaaaaaaa i
H, S

N T 454 PCIDSS (1 12.8.3 FrEIER, SR 2 e — 4w TPSP &Rk, Hrhwiiesi
AT =07 IR S5 IRAERT ) PCI DSS ARSI, BEAT 2 M AIPPAEAN & X EORSEARADUEAR —E W UK
MR RIG S RINRE PR, EERIEI ISR R0 1), LUk TPSP A RIBEE 1% abriE. HEAb,
SR BB IR B VR BB PP AR . BT AN TPSP ISR IOAE 28, DL AN 48 iE TPSP fryibk . $odis (1 g
71+ PCI DSS &R M AR % 2R .

LIRS TPSP &4 2 o R &0 BT A SR 175 %

a. WHEMHSVERE: e TPSP fEAF i, AbFLMLHHE -~ A B 75 12 5 R LSO 5 R A B 385
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(CDE) %450 .

b. WBEE: EELAEZN, YIPHE TPSP LIRS HAEMEALXT AN PCI DSS &Rt~ E
BUEFEME o A DABEXT R BT I S5 R v . AR B (IR R ARG IR ReR
A IRHERE (BIBAEGIER R T EL LN 118 SRR RRAE) o Ml 55 4 1 2 U [K] 3K 1) o 28

(XU AR R R T ReEE T PCI DSS ZER D .

c. BHWRATEATRME: T# TPSP k552 M AT BSOS R BRI AEREF, ASGR A KT
i % TPSP PRl .

d. ®ZE TPSP WRIESCAF: 115K TPSP &HLIEHI AT & PCI DSS (SIESCIF, W& MPEIEY] (AOC:
Attestation of Compliance) , HWFLIHEREE (SAQ-D) , ASV (Approved Scanning
Vendor) AR &%, 7 AOC ) 2a &“Scope Verification” ik (1) iR 55 4 Fr 12k
B, PABGHIEZ TPSP $2 AR 55 2 il si fE N .

e. BEFSAHR MBS KRIERSRERFIZMMGS: AH AR R G485 7 TPSP KIIRIES
F, I TR LA R ATE

fo RRVRAL: JETATIEZ I AN TPSP #HT & W KB 1Tl , LA T ff5 Z A EAE G 1 KU K F

9. SCREEER: idSRBUAE MR, G PClI DSS & ML IE Mt 1 H . U HERIRE . SRR
7. WA

DA AR B B T SEARAE R P AE A 58 = J7 RS HR AL RS (TPSP) #EAT RIRE AL 7 25 P . (Rt

PSS, AR AZRYE B SR~ N BRI S0 e d 2 R IR SR . )

~TPSPRBERIE SRR S S
KA1 x SR Y > gf’;qui{o%ﬁn%&m
TPSP . PCIDSSEMit? AOC. #Hiiird. W

)
[
N EA 5TPSPAIT
‘ e
b 5 — ~ TPSPR Al
g SR L T —
_ %HAPCI DSSH) -
” =R R4
-/ B BRI S
i 1
EH
=3 :
IPSPREH—A ES
7 RRRMBEBRE, > i
_ LI%HPCIDSSA

M
3: &PXF TPSP JRHRE 2 it #2751

4.4 FREEER 12.8.4 REBRSE
FRAERLTE B R B K :
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Requirements and Testing Procedures Guidance
Defined Approach Requirements Defined Approach Testing Procedures Purpose
Knowing the PCI DSS compliance status of all
12.8.4 A program is implemented to monitor TPSPs’ 12.8.4.a Examine policies and procedures to verify engaged TPSPs provides assurance and awareness
PCI DSS compliance status at least once every 12 that processes are defined to monitor TPSPs' PCI abaut whether they comply with the requirements
months. DSS compliance status at least once every 12 applicable to the services they offer to the
months. organization.

PCI DSS FrifE 25k 12.8.4 JoRHE E W 2 SLAR 1) TPSP L4455 PCI DSS Arife, 48 & B o A% Sk
ZIRZOR P2 07 U R SRS . Bk, SHATERRIAE TPSP & %47 & PCl DSS RIVAT 2 2K
12.8.4, {HJE, #WR TPSP jlid St A — Tk 55 Kk 2 L4k 1 PCI DSS Z5K, WX I TPSP #2445 (5%
TESLAAR PCI DSS VAR ISR Y, 3X 50 TPSP (¥R 55 (16 HH M A4 5 e S 4 [ B

i, RS TPSP R B M 2% 22 442, 10 TPSP 3 & il # ik W1 Hoii 2 PCI DSS 285K
1 AR, IR e R IGOG SR (PP At R 35 2 AN A2 PCI DSS ARifEZER 1

FR2E =AM 7, ARSI AN & 03 1) TPSP 5 283 2 515 il 21 . WP 22 455 AH O Ao ] 22
R, DMEHE FAE PCl DSS & MEPFAh I 45 X L R 10T

AN BRI SRR 2 PCI DSS ARt (FTARAS KA, SEAARTT At I 2B A (1) PCI DSS I, FIREZ
HBLSEAR O & FUH R A PCI DSS #r#ER TPSP {1500, FEX A& T, TPSP i PCI DSS ik A4t
P A P MR HE R AT T 2 i 58 G F BRI AU SRR Bt (B, B R S5 3 B R B iE LUK i AR L 2%
1224 .

4.5 FpHEER 12.8.5 REBRSE

PR B B 5 SR K
Requirements and Testing Procedures ‘ Guidance
Defined Approach Requirements Defined Approach Testing Procedures Purpose
sS= . ) o ) It is important that the entity understands which
12.8.5 Information is maintained about which PCI 12.8.5.a Examine policies and procedures to verify | pe)psg requirements and sub-requirements its
DSS requirements are managed by each TPSP, that processes are defined to maintain information ' tpsps have agreed to meet, which requirements
which are managed by the entity, and any that are about which PCI DSS requirements are managed are shared between the TPSP and the entity, and
shared between the TPSP and the entity. by each TPSP, which are managed by the entity, : '
e o for those that are shared, specifics about how the
= N .
RS

PCI DSS StHERFFA B T WA SEAR R S5 =7 IR S5 320435 (TPSP) fE4Ed" PCI DSS ik ZR LI STHED
B. AFEEAIR T LUN ST RAE IE A T P RER 51 B -

a. TPSP & & AT/ B/ 4E 5 P i 2 il ?
b. IEHIRAATSEIN, ORISR AT AT R R SR, R, SR
C.  TPSP X lrfar LK ] i i) SEAARHR SERE 2 1) CRUE A/ BGIEYE, DA P HI ZER 2 Biltn, e iRt . sem
MR MRS R
LL'R PCI DSS SHALHREREAAE N —A R, ftsiik S5 TPSP VAl 2%, LIMEHI#H&EA PCl DSS %K
TR ) 3 A VA Jes R AH DG R 0
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TPSP K anfaf AL A
IS 1) S SR S HIE
&

R T SR T SAETHER EAA  TPSP SRR H &

7 i/ ¥ B iV

1.1.1
1.1.2
1.2.1
1.2.2
1.2.3
1.2.4
1.2.5
1.2.6
1.2.7
1.2.8
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Requ".aments and Tes'ting procedures

12.9 Third-party service providers (TPSPs) support their customers’ PCI DSS compliance.

Defined Approach Requirements Defined Approach Testing Procedures Purpose

— - - | L } . In conjunction with Requirement 12.8.2, this
12.9.1 Additional requirement for service 12.9.1 Additional testing procedure for service requirement is intended to promote a consistent
providers only: TPSPs provide written agreements | provider assessments only: Examine TPSP level of understanding between TPSPs and their
to customers that include acknowledgments that policies, procedures, and templates used for customers about their applicable PCI DSS
TPSPs are responsible for the security of account written agreements to verify processes are defined responsibilities. The acknowledgment from the
data the TPSP possesses or otherwise stores, for the TPSP to provide written acknowledgments TPSP evidences the TPSP's commitment to
processes, or transmits on behalf of the customer, to customers in accordance with all elements

h e 5 maintaining proper security of the account data
or to the extent that the TPSP could impact the specified in this requirement. that it obtains from its customers.

security of the customer's cardholder data and/for
sensitive authentication data.

The TPSP's internal policies and procedures
related to their customer engagement process
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Requ".aments and Tes'ting procedures

Defined Approach Requirements

12.9.2 Additional requirement for service
providers only: TPSPs support their customers’
requests for information to meet Requirements
12.8.4 and 12.8.5 by providing the following upon
customer request:

‘ Defined Approach Testing Procedures

12.9.2 Additional testing procedure for service
provider assessments only: Examine policies
and procedures to verify processes are defined for
the TPSPs to support customers' request for
information to meet Requirements 12.8.4 and
12.8.5 in accordance with all elements specified in

Purpose

If a TPSP does not provide the necessary
information to enable its customers to meet their
security and compliance requirements, the
customers will not be able to protect cardholder
data nor meet their own contractual obligations.

Good Practice

+ PCI DSS compliance status information
(Requirement 12.8.4).

+ Information about which PCI DSS requirements
are the responsibility of the TPSP and which are
the responsibility of the customer, including any
shared responsibilities (Requirement 12.8.5), for
any service the TPSP provides that meets a PCI
DSS requirement(s) on behalf of customers or
that can impact security of customers’
cardholder data or sensitive authentication data.

If a TPSP has a PCI DSS Attestation of
Compliance (AOC), the expectation is that the
TPSP should provide that to customers upon
request to demonstrate their PCI DSS compliance
status.

If the TPSP did not undergo a PCI DSS
assessment, they may be able to provide other
sufficient evidence to demonstrate that it has met
the applicable requirements without undergoing a
formal compliance validation. For example, the

this requirement.

RS
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4Rk TPSP #iI47 PCI DSS S MMEIEY] (AOC) , MARMEE 7 i sRIEHt, LUEMIH R 552 PCI DSS 1
FHOGEER . At AR P RIRIEA G RS AE PCl DSS S UE IZG N, 2% ] AZ A TPSP )&t
P47 (ROC: Report on Compliance) [FHRMT N, S SRMRE B HIFM TS (SAQ-D) IR
T
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(i) PCI SSC fiali% https://www.pcisecuritystandards.org/glossary
(ii) Third-Party Security Assurance, v1.1, March 2016
(i
(

iii) Payment Card Industry Data Security Standard, v4.0.1, June 2024
iv) PCI SSC B FAQ 1065 How are third-party service providers (TPSPs) expected to demonstrate PCI

DSS compliance for TPSP services that meet customers’ PCI DSS requirements or may impact the
security of a cardholder data environment?

(v) PCISSC EM FAQ 1576 What evidence is a TPSP expected to provide to customers to demonstrate
PCI DSS compliance?

(vi) PCISSC ™ FAQ 1312 How is an entity's PCI DSS compliance impacted by using third-party service
providers (TPSPs)?

(vii) PCI SSC M FAQ 1282 Can an entity be PCI DSS compliant if they use a third-party service provider
(TPSP) that is validated to a previous version of PCl DSS?

(viii) PCI-DSS-Scoping-and-Segmentation-Guidance-for-Modern-Network-Architectures, September, 2024
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https://docs-prv.pcisecuritystandards.org/Guidance%20Document/PCI%20DSS%20General/ThirdPartySecurityAssurance_March2016_FINAL.pdf
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