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MFA 5 £ Y5 S BERE 1) S SR 0 S v ORI 0 o SR 5 O B B LA SIS 0L T AR 2 s 1 2
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MEUGINIES MFA f74E 22 5% : MFA ZOREHI IR EE 2 AR EE AR, 0B AR F 1
PIFMAERZR, TCIRR LR R 58 T AR 2.

A ANIE TR E =R R R P 2D PR, HAESR T U5 i) AR AT A R R A, ATy
MFA 77 G AL o
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THRANE R — RS S 3 D AEBR I 5 20, RTARIE R 5E U 170375 SRAH O 10 XUBS ZER St . R — AT 3R
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2) 2IEEIE ]
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5) >EFIF

6) F B >
K1 BRI R R R (AR E PCISSC Authentication Guidance)
77 90 BRI 7 A AR 4 B BE IR R S L, BARREE S E AR T A
— 2 ERRAF S 2T IR, R T INA) B) — MEE AY BRER R RS
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Ak ey 5 B OACEARBL, Mo ARG 7 B RO, IR X e B e 1% 5 1)
Fr ¥ . AR R B 1 ORI E e R SN By, B B RN P SIMER G ZIE, W R E R, X H
FURERINIER S, X IAE RGO o 4k Beady MO I A\ it

R
1) P EAE 2\ P ELF =
@ e > —P oxEm LiNE%
3) SEEF w
n 4 ZaEE
> SRS B
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BT P gk Bet R AEAE VRIS FR ISR B B, B ReSeid 1V 2 T B Y0 RO A il . 2R BGE
HEHE R — XD (OTP) WIRGUEIT. KA OTP BRIH — YRR RIS FH ey R R ot o DAt =678
I # HRER 5 L R .

77 91 24 ek 38 R S D5 VAT R e BRI L R IERR O I S 1L 96 UE AR 55 s i Ik

PR A TE R I, AR AR 2 24 W (TLS: Transport Layer Security) = RE L% FH 44
(VPN: Virtual Private Network) -
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SR GBI EAE R DR ) ) v A U e OB L e R B A IR P K
TR A VBB U R TR o

PR ANBE——& S AR 5IEIERAES Z 8], WS #H Y &F . Bl
A7 SRR B AAE SR IE .+ [A) A TGl vl e 5 2 2R b 4K ek

S I —— DR S SRR AR T h P, — EZ b g, I R A m] B R A
ST S EL AR BT X Y R ST A0 s B A Moy, BUE A E T SELA

M E—— U E AR e Y, — B g e SOER R . B T Ak
PR AR I I s i B 5 R B B, B R S5 i R A o O R o DM 3R o i A5 SR L T
Bk o

e SR —— Il 8 I 2 R IME B O ER T RE AR AR SR IE T 5. il FEAE
FE Bl SR RIR R Y (A5 R ES R PIN 6%) o JELER IR SGL R T
HRBL, POVENI 2B MR, flnfeiEsEssid.

R T B RYAETT RG] HARR 3 LRI SR A IR E R 5k . MIEE R T
g NARE T EERRA, AN EFRFIA],

1. AUESR, smpE 5 (FRIKUEE PCI SSC Authentication Guidance)
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b7 44 £ D IE T FIDO2 (38 | = INIERS B « |18 & gh e %
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o R ek
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WINLTELM TR | M - LI
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5 PCI DSS 32 & FIAEZE R

5.1 ERMER

PCI DSS v4.0.1 (A EZRAL & R 25K 8.3, 8.4 #1185 1,

TR 8.3.1:

TR 8.4.1:
H G, )79 MFA.

atsec: %1% PCI DSS ¥ X [RAAERIAR

Au\/DﬁD—F
B FH 06 22 g B A7 el 0 28 /D di i — AN GIE R R 3 T IE
KT ETE SN RN R AEHEIAE (CDE: Cardholder Data Environment) ffdE$%

TR 8.4.2: MTUrAEHARBEA CDE AREH GV, B/ S0E MFA, HFEZHEENZ, %%
SRANE F TN AL 977 D90 2% 2 B A AIE S R BEAT DA R A FH P UK

FOR 8.4.3: M TR B EARM SR, WTHE

TR 85.1: MFA REGHCE T4 T4 LD 1Ll

MTHAREEFEREND. AIED
[ B MICDERILAZ 1A : MFA (7]
SEABHNEINT , EFAANITAE

)
(PCI DSSER : 843)

FEMFA (BAMER )
EMFASLF & A
BEMFA

Ak |, BaGE
RE—_E%

EER R

FERAHR

404 T

TERSIETER BB

o]

K 3:

(831-838)

R 842 W E UG HMEUH, BNZEORAEH T “ U8

W7 o KT ER, MRS FIDO2 3R 5 (1) 7%

UEA# FH A A MFA.

TR (BB GRE MIF D E

V7 IR B0 CDE H A2 i1, 175 S MFA.

EER MR
EHRGE

BFRABIERR
( CDE)

T oNEEeR i EEREAN S A8 ERAIERMPC DSSEEER (83.1-83.10)

U MmBAEAMFAL RS | BESS0XEEN , MDA EAHPC DSSERER

B R RER (B JEBE PCISSC Authentication Guidance)

oL B A 2% A f AR R R BEAT DAIE (4
BATH YD AR

Requirements and Testing Procedures Guidance

Defined Approach Requirements

8.4.2 MFA is implemented for all non-console
access into the CDE.

Defined Approach Testing Procedures

8.4.2.a Examine network and/or system
configurations to verify MFA is implemented for all
non-console access into the CDE.

8.4.2.b Observe personnel logging in to the CDE
and examine evidence to verify that MFA is

Customized Approach Objective

Access into the CDE cannot be obtained by the use

of a single authentication factor

required.

Purpose

Requiring more than one type of authentication
factor reduces the probability that an attacker can
gain access fo a system by masquerading as a
legitimate user, because the attacker would need
to compremise multiple authentication factors.
This is especially true in environments where
traditionally the single authentication factor
employed was something a user knows such as a
password or passphrase

(continued on next page)
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Requirements and Testing Procedures ‘ Guidance
Applicability Notes Definitions
Using one factor twice (for example, using two
This requirement does not apply to: t ) is not i multi-

P P
« Application or system accounts performing factor authentication

automated functions. Refer to Appendix G for the definition of “phishing
« User accounts on point-of-sale terminals that resistant authentication
have access to only one card number at a time
to facilitate a single transaction.
* | User that are only with
phishing-resistant authentication factors.
M n
Requirements 8.4.2 and 8.4.3. Therefore, applying
MFA to one type of access does not replace the
need to apply another instance of MFA to the other
type of access. If an individual first connects to the
entity's network via remote access, and then later
initiates a connection into the CDE from within the

network, per this requirement the individual would
authenticate using MFA twice, once when
connecting via remote access to the entity’s network
and once when connecting from the entity’s network
into the CDE.

(continued on next page)
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5 44 1 ARE A, B D UE LR A o B AR TR
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Requirements and Testing Procedures Guidance
Defined Approach Requirements Defined Approach Testing Procedures Purpose
ok 5 Requiring more than one type of authentication
8.4.3 MFA is implemented for all remote access 8.4.3.a Examine network and/or system factor reduces the probability that an attacker can
originating from outside the entity's network that configurations for remote access servers and gain access to a system by masquerading as a
could access or impact the CDE. systems to verify MFA is required in accordance legitimate user, because the attacker would need
with all g in this req t. to p multiple authenti factors.

This is especially true in environments where
8.4.3.b Observe personnel (for example, users and | tragitionally the single authentication factor

administrators) and third panies_connecting_ employed was something a user knows, such as

remotely to the network and verify that multi-factor | 5 or passp ;

authentication is required. -

. e Definitions
C Approach Obj
Multi-factor authentication (MFA) requires an

Remote access to the entity's network cannot be individual to present a minimum 91 two of the
obtained by using a single authentication factor. three authentication factors specified in

Requirement 8.3.1 before access is granted.

Using one factor twice (for example, using two
separate passwords) is not considered multi-
factor authentication.

(continued on next page)

6: PCIDSS %3k 8.43 (W HJEH PCIDSS V4.0.1 Fr#k)

Requirements and Testing Procedures Guidance

Applicability Notes

The requirement for MFA for remote access
originating from outside the entity's network applies
to all user accounts that can access the network
remotely, where that remote access leads to or
could lead to access into the CDE. This includes all
remote access by personnel (users and
administrators), and third parties (including, but not
limited to, vendors, suppliers, service providers, and
customers)

If remote access is to a part of the entity's network
that is properly segmented from the CDE, such that
remote users cannot access or impact the CDE,
MFA for remote access to that part of the network is
not required. However, MFA is required for any
remote access to networks with access to the CDE
and is recommended for all remote access to the
entity's networks.

The MFA requirements apply for all types of system
components, including cloud, hosted systems, and
on-premises applications, network security devices,
workstations, servers, and endpoints, and includes
access directly to an entity's networks or systems as
well as web-based access to an application or
function.

7: PCIDSS #3k 8.4.3 -4 (K § H PCI DSS V4.0.1 Frife)

5.3 R & U7 iH
PCI DSS Z3K 8.4.1 Fl 8.4.2 #E K xti3k X CDE i) AT A5 3% H1) & 15 7] S2jiti MFA.

Requirements and Tes Procedures ‘ Guidance
8.4 Multi-factor (MFA) is d to secure access into the CDE.
Defined Approach Requirements Defined Approach Testing Procedures Purpose
o = Requiring more than one type of authentication
8.4.1 MFA is implemented for all non-console 8.4.1.a Examine network and/or system factor reduces the probability that an attacker can
access into the CDE for personnel with configurations to verify MFA is required for all non- gain access to a system by masquerading as a
administrative access. console into the CDE for personnel with legitimate user, because the attacker would need
administrative access. to ; 'mulliple ication factors.
= 2 This is especially true in environments where
8.4.1.b Observe administrator personnel logging traditionally the single authentication factor
RN RO into the CDE and verify that MFA is required. employed was something a user knows such as a
c PP Obj password or passphrase.

Administrative access to the CDE cannot be Good Practice

obtained by the use of a single authentication factor. Implementing MFA for non-console administrative
access to in-scope system components that are
Applicability Notes not part of the CDE will help prevent unauthorized
users from using a single factor to gain access
The requirement for MFA for non-console and compromise in-scope system components.
administrative access applies to all personnel with Definitions

elevated or increased privileges accessing the CDE
via a non-console connection—that is, via logical
access occurring over a network interface rather
than via a direct, physical connection.

Using one factor twice (for example, using two
separate passwords) is not considered multi-
factor authentication.

8: PCIDSS %3k 8.4.1 (K HJHE PCIDSS V4.0.1 ¥r#E)
il & U5 n 53R S & U5 A B X R
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