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1. XF 2-2 9%, fERXIT:

2-2 Online PIN translation must only occur using one of the allowed key-
management methods: DUKPT, fixed key, master key/session key.

Note:

Effective 1 January 2023:  Fixed Key for TDEA PIN encryption in POl devices
is disallowed.

Effective 1 January 2023:  Fixed key for TDEA PIN encryption in host-to-host
connections is disallowed.
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2. XTF 13-9 BB, BRI T:

13-9 Key-injection facilities that use PC-based key-loading software platforms
or similar devices (e.g., modified PEDs) that allow clear-text secret and/or
private keys and/or their components to exist in memory outside the secure
boundary of an SCD must minimally implement the following additional
controls:

Note: Effective 1 January 2021, entities engaged in key loading on behalf of
others shall not be allowed to use PC based key-loading methodologies
where clear-text secret and/or private keying material appears in the clear in
memory outside the secure boundary of an SCD.

Effective 1 January 2023, entities only performing key loading for devices
for which they are the processor shall no longer have this option.
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3. XF 18-3 WYKL, IREEXMT:

18-3 Encrypted symmetric keys must be managed in structures called key
blocks. The key usage must be cryptographically bound to the key using
accepted methods.

The phased implementation dates are as follows:

* Phase 1 — Implement Key Blocks for internal connections and key storage
within Service Provider Environments — this would include all applications
and databases connected to hardware security modules (HSM). Effective
date: 1 June 2019.

* Phase 2 — Implement Key Blocks for external connections to Associations
and Networks. Effective date: 1 January 2023.

* Phase 3 — Implement Key Block to extend to all merchant hosts, point-of-
sale (POS) devices and ATMs. Effective date: 1 January 2025.

Acceptable methods of implementing the integrity requirements include, but
are not limited to:

+ A MAC computed over the concatenation of the clear-text attributes and
the enciphered portion of the key block, which includes the key itself, e.g.,
TR-31

+ A digital signature computed over that same data, e.g., TR-34

+ An integrity check that is an implicit part of the key-encryption process
such as that which is used in the AES key-wrap process specified in ANS/
X9.102.
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4. XF 32-9 IR, FRAERIWT:

32-9 The KIF must implement a physically secure room for key injection where
any secret or private keys or their components/shares appear in memory outside
the secure boundary of an SCD during the process of loading/injecting keys into
an SCD.

The secure room for key injection must include the following:

+ Effective 1 January 2024, the injection of clear-text secret or private keying
material shall not be allowed for entities engaged in key injection on behalf of
others. This applies to new deployments of POl v5 and higher devices.
Subsequent to that date, only encrypted key injection shall be allowed for POI
v5 and higher devices.

+ Effective 1 January 2026, the same restriction applies to entities engaged in
key injection of devices for which they are the processors.

Note: This does not apply to key components entered into the keypad of a secure
cryptographic device, such as a device approved against the PCI PTS POI
Security Requirements. It does apply to all other methods of loading of clear-text
keying material for POl v5 and higher devices.
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5A-3 Security of Back-end Systems

HLBEHRTIRAORIEREE.
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Back-end environments used as part of an MPoC Solution are secure and maintained in compliance with relevant standards or

requirements.

Security Requirements

‘ Test Requirements

‘ Guidance

Objective: Back-end environment are implemented and operated securely and in ways that maintain compliance to other applicable standards.

5A-3.1 Environments that store, process,

or transmit account data must comply with
the requirements of PCI DSS.

5A-3.1.a The tester must confirm through
examination that a valid Attestation of Compliance
(AOC) outlining compliance of any environment
within the MPoC Solution that stores, processes, or
transmits account data with the PCI DSS
requirements.

Environments that are PCI DSS compliant demonstrate
that the minimum set of industry-expected security
controls have been applied to that environment, which
reduces risk compared to environments that do not apply
security controls.

This includes any payment processing backends directly
implemented by the MPoC Solution, or where there is the
ability for the MPoC Solution systems to have access to
cleartext account data, or the cryptographic keys that can
be used to decrypt any encrypted account data.

5A-3.2 Environments performing PIN
processing, or manage PIN related

cryptographic keys, must comply with the
requirements of[PCI PIN.

5A-3.2.a The tester must confirm through
examination that a valid AOC outlining compliance
of any PCI PIN-processing environment included in
the MPoC Solution exists and is current and up to
date with the features provided.

Environments that are PCI PIN compliant demonstrate
that the minimum set of industry-expected security
controls have been applied to that environment, which
reduces risk compared to environments that do not apply
security controls.

Specific non-compliances raised as part of PCI PIN

5A-3.2.b The tester must confirm through
examination that the key-loading facilities used for
any PCI PTS devices implemented in the MPoC
Solution are included in the PCI PIN compliance
scope.

validation, due to the use of an MPoC Solution, need to
be considered when assessing this requirement.

5A-3.3 All remote kernel environments

implemented by the solution must comply
withfPCI DSS requirements.

5A-3.3.a The tester must confirm through
examination that a valid Attestation of Compliance
(AoC) outlining compliance of the remote kernel
environment(s) with the PCI DSS requirements.
This AOC must cover the scope of the remote
kernel processing environment.

Environments that are PC| DSS compliant demonstrate
that the minimum set of industry-expected security
controls have been applied to that environment, which
reduces risk compared to environments that do not apply
security controls.
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https://usa.visa.com/content/dam/VCOM/global/partner-with-us/documents/visa-pin-program-memo.pdf
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1  PIN Security Requirements and Testing Procedures v3.1: https://docs-
prv.pcisecuritystandards.org/PIN/Standard/PCI_PIN_Security_Requirements_Testing_v3_1.pdf

2 PTS PIN Technical Frequently Asked Questions v3.0: https://docs-
prv.pcisecuritystandards.org/PIN/Frequently%20Asked%20Questions%20(FAQ)/PCI_PIN_Technical_
FAQs_v3_December_2023.pdf

3 PIN Security Rgmt 18-3 Key Blocks Information Supplement: https://docs-
prv.pcisecuritystandards.org/PIN/Supporting%h20Document/PIN_Security Rgmt_18-
3_Key_Blocks_2022_v1.1.pdf

4 Visa PIN Security Program Update:
https://usa.visa.com/content/dam/VCOM/global/partner-with-us/documents/visa-pin-
program-memo.pdf

5  Mobile Payments on COTS Security and Test Requirements v1.0.1 : https://docs-
prv.pcisecuritystandards.org/MPoC/Standard/Mobile_Payments_on_COTS-v1-0-1.pdf
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