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Requirements and Testing Procedures

Defined Approach Requirements

6.4.3 All payment page scripts that are loaded and

executed in the consumer’s browser are managed

as follows:

« A method is implemented to confirm that each
script is authorized.

+ A method is implemented to assure the integrity
of each script.

+ Aninventory of all scripts is maintained with
written justification as to why each is necessary.

Customized Approach Objective

Unauthorized code cannot be present in the
payment page as it is rendered in the consumer’s
browser.

Defined Approach Testing Procedures

6.4.3.a Examine policies and procedures to verify
that processes are defined for managing all
payment page scripts that are loaded and
executed in the consumer’s browser, in
accordance with all elements specified in this
requirement.

Applicability Notes

This requirement applies to all scripts loaded from
the entity’s environment and scripts loaded from
third and fourth parties.

This requirement is a best practice until 31 March
2025, after which it will be required and must be
fully considered during a PCI DSS assessment.

6.4.3.b Interview responsible personnel and
examine inventory records and system
configurations to verify that all payment page
scripts that are loaded and executed in the
consumer's browser are managed in accordance
with all elements specified in this requirement.

Guidance

Purpose

Scripts loaded and executed in the payment page
can have their functionality altered without the
entity’s knowledge and can also have the
functionality to load additional external scripts (for
example, advertising and tracking, tag
management systems).

Such seemingly harmless scripts can be used by
potential attackers to upload malicious scripts that
can read and exfiltrate cardholder data from the
consumer browser.

Ensuring that the functionality of all such scripts is
understood to be necessary for the operation of
the payment page minimizes the number of
scripts that could be tampered with.

Ensuring that scripts have been explicitly
authorized reduces the probability of unnecessary
scripts being added to the payment page without
appropriate management approval.

Using techniques to prevent tampering with the
script will minimize the probability of the script
being modified to carry out unauthorized
behavior, such as skimming the cardholder data
from the payment page.

Good Practice

Scripts may be authorized by manual or
automated (e.g., workflow) processes.

Where the payment page will be loaded into an
inline frame (IFRAME), restricting the location that
the payment page can be loaded from, using the
parent page's Content Security Policy (CSP) can
help prevent unauthorized content being
substituted for the payment page.

(continued on next page)
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1.2 PCI DSS 11.6.1 ER

Requirements and Testing Procedures

11.6 Unauthorized changes on payment pages are detected and responded to.

Defined Approach Requirements

11.6.1 A change- and tamper-detection mechanism
is deployed as follows:

+ To alert personnel to unauthorized modification
(including indicators of compromise, changes,
additions, and deletions) to the HTTP headers
and the contents of payment pages as received
by the consumer browser.

+ The mechanism is configured to evaluate the
received HTTP header and payment page.

* The mechanism functions are performed as
follows:

— At least once every seven days
OR

— Periodically (at the frequency defined in the
entity’s targeted risk analysis, which is
performed according to all elements
specified in Requirement 12.3.1).

Customized Approach Objective

E-commerce skimming code or techniques cannot
be added to payment pages as received by the
consumer browser without a timely alert being
generated. Anti-skimming measures cannot be
removed from payment pages without a prompt alert
being generated.

Defined Approach Testing Procedures

11.6.1.a Examine system settings, monitored
payment pages, and results from monitoring
activities to verify the use of a change- and tamper-
detection mechanism.

Guidance

11.6.1.b Examine configuration settings to verify
the mechanism is configured in accordance with all
elements specified in this requirement.

11.6.1.c If the mechanism functions are performed
at an entity-defined frequency, examine the entity’s
targeted risk analysis for determining the frequency
to verify the risk analysis was performed in
accordance with all elements specified at
Requirement 12.3.1.

11.6.1.d Examine configuration settings and
interview personnel to verify the mechanism
functions are performed either:
« Atleast once every seven days

OR

e Atthe frequency defined in the entity’s targeted
risk analysis performed for this requirement.

Purpose

Many web pages now rely on assembling objects,
including active content (primarily JavaScript),
from multiple internet locations. Additionally, the
content of many web pages is defined using
content management and tag management
systems that may not be possible to monitor using
traditional change detection mechanisms.
Therefore, the only place to detect changes or
indicators of malicious activity is in the consumer
browser as the page is constructed and all
JavaScript interpreted.

By comparing the current version of the HTTP
header and the active content of payment pages
as received by the consumer browser with prior or
known versions, it is possible to detect
unauthorized changes that may indicate a
skimming attack.

Additionally, by looking for known indicators of
compromise and script elements or behavior
typical of skimmers, suspicious alerts can be
raised.

(continued on next page)
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THERMF:

Candidate Top 10 Client-Side Security Risks
1. Broken Client-side Access Control
2. DOM-based XSS
3. Sensitive Data Leakage
4. Vulnerable and Outdated Components

5. Lack of Third-party Origin Control

6. JavaScript Drift

/. Sensitive Data Stored Client-Side
8. Client-side Security Logging and Monitoring Failures
9. Not Using Standard Browser Security Controls

10. Including Proprietary Information on the Client-Side

BT LI H 2%, EEF Ld 10 NS THET TSI 4. Hpss 54 “Lack
of Third-party Origin Control” 25 R R AT Yz il T34 1 HER8E RS . RO AT e 5 R
FHEAS S22 (1 58 =T AR, I L AR T AT il st s PP A At - 1% 6 4 “JavaScript
Drift” (g 3= ZORIE T Jeik Al g /- s 1 JavaScript SRS 1224k, A AE eI
KRS AT AR, DARE AR AL A 15 BT W A 1 R

PAEE 5, 6 AU IS PCI DSS v4.0 driErhi) 6.4.3 A1 11.6.1 HORZER B fu i
BEA RS — 5, X BERY] PCI DSS AR S IT Pl BoR RN R, S B {5 2 %2
e XS 267 S T 7 S X o

KFE g AR T L3 % . https://owasp.org/www-project-top-10-client-
side-security-risks/.
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https://www.reflectiz.com/blog/ico-fines-ticketmaster-uk-1-25-million-for-
security-failures-a-lesson-to-be-learned/

https://www.reflectiz.com/blog/all-you-need-to-know-about-web-skimming-
attacksss
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ok 2 i ) i Mol U7 A4S XSS, Clickjacking, Session hijacking, Web
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Contents  hide Article Talk Read Edit View history Tools ~
(Top) From Wikipedia, the free encyclopedia
Mitigati
aaton Not fo be conlused with form grabbing.
Prevalence N N
Web skimming, formjacking or a magecart attack is an attack where the attacker injects malicious code into a website and extracts data from an
Magecart HTML form that the user has filled in. That data is then submitted to a server under control of the attacker."/I*
References

Mitigation [eai)

Subresource Integrity or a Content Security Policy can be used to protect against formjacking, although this does not protect against supply chain
attacks. A web application firewall can also be used [2113)
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BATE oK 5 M T 2 PCI DSS v4.0 1 6.4.3 [ BRI
> RAEIMITIERFENGEN AR D RBEA

R XX TESR, PCI DSS v4.0 @G TARRAZBUH A ECF] FH Content Security
Policy (CSP) Btk REB B N AAESCAT T Eak . CSP 2 —Fhag ApLH], wl kst
B R Fe VAR R BRI SRR . AL CSP 78 4 W A% PN B Kk, da il mT AYE T 9
B InE A AR, TR A, EURIE R HAL TR ARSI il i CSP kR )
Web fil 25 &8 [ A INERER (1) HTTP AR JRECE 1. BEbrkin Web 3 55 85 2 L4 SCmp Ll py 2%
PRV ONIE 22 4 13 HLNE % Fo VRAE X T _E AT IR 4

= | DOCTYPE
<html>

<head>
<meta =
<title>CSP Example</title>
<fhead=
<body>
<hl>Hello CSP!</hl>

<script>

</script>

<gcript>

</script=>

</body=
</html=

fE BT 7R EIH, w5 A Content-Security-Policy brk fbnid i @ R vra T kB [ —K
I (self) RYIIA. Bk, RN M SEEARS AT IR R Gl xM 2, Tk 8 MR
W AR CSP BRI BAA S AT .

T CSP L 4urd vl LAz,
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/CSP
> IR S —Fh T R AR A A i se B

THEE SR 5 EIRUE RN AR “ e o WS 2, RIFRORARES B Bk IR ur A 4R = Dok
TRFFCEMEAL . ATH T2 6.4.3 2RI T H & Subresource Integrity (SRD , &
& Web W ds i — iz 2 Thhe, A BT iR MW AMREMER S (FlaniA, FealR s
) B5estE . SRI AR RIS RVEEE HTML RS 1 5% Y51 URL — RS s A, 4
YA I E LIRS, 8RS A E IR SR A i A AT LU i S EATIILES, Wi
PRIRRE AN A I H AR B .
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EXAMPLE 1

script src="https://example.com/example-framework.js"
integrity="sha384-Li9vy3DgF8tnTXuiaAJuML3ky+erl@rcgNR/VqsVpcw+ThHmYcwiBlpb0xEbzJr7"
crossorigin="anonymous"></script>

fE_ BRI G SRR MR AN A s A (sha384-
Li9vy3DqgF8tnTXuiaAJuML3ky+erl0rcgNR/VgsVpcw+ThHmYcwiBlpbOxEbzJr7) %
B WA s AR A (Bl SHA-384) 151, JF FLUG - RIAR SO 3 28k
FEME—), GURMAR N R A, AR R AR, WA AR A B e
AKHZ A AT INE o

SRI [ PER T LA 2% . https://www.w3.0org/TR/SRI/

Hash {E ARG 7T A2 2% . https://www.srihash.org
SRI#& T H: https://github.com/4armed/sri-check
> REFHHAKFR, FURERRREAN AN AR BER

FEABORRYEY M IH R, %S B S I S AT, SRR AR
s ZPEAR G H I B o PSR AT CRA AT CIRBURIAS, IS 2 AAC AR A BASS 52 A
PR R R E B AR N . WA L dF, BER G AR I 5 i B FE AN 5 BRSO A B AL L
(RO ENAS P 42 SR I i 22 A, KA BT B L 35 A 0 B ) A VR KR PR JAIAS 3 e JRA ]
BESSE RS R etk o B I T0SRAMIE IR A I A7 4E, ZL200T DU 47 3 2L Web
SRR B T, HFRER AT R A A EEE Z AU AT e .

SEF W] LIS — S8 ] B T PR AR AR 1) TR AT AT S RS, 1 AN B R
P8/ (CMDB) , Ul Ansible Tower. Ralph (https://github.com/allegro/ralph). iTop
(https://github.com/Combodo/iTop) %

3.2 FREESR 11.6.1 BT R

B N oRBATR AP anfa % & PCI DSS v4.0 11.6.1 [ BARER, b sl 7 —eny fF
Wp 11.6.1 ESRPIBIE AR KT S ARG .
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Requirements and Testing Procedures

Applicability Notes

The intention of this requirement is not that an entity

installs software in the systems or browsers of its
consumers, but rather that the entity uses
techniques such as those described under
Examples in the Guidance column to prevent and
detect unexpected script activities.

This requirement is a best practice until 31 March
2025, after which it will be required and must be
fully considered during a PCI DSS assessment.

Guidance

Examples

Mechanisms that detect and report on changes to
the headers and content of the payment page
include but are not limited to:

+ Violations of the Content Security Policy (CSP)
can be reported to the entity using the report-
to or report-uri CSP directives.

» Changes to the CSP itself can indicate
tampering.

+ External monitoring by systems that request

and analyze the received web pages (also
known as synthetic user monitoring) can
detect changes to JavaScript in payment
pages and alert personnel.

« Embedding tamper-resistant, tamper-detection
script in the payment page can alert and block
when malicious script behavior is detected.

» Reverse proxies and Content Delivery
Networks can detect changes in scripts and
alert personnel.

Often, these mechanisms are subscription or

cloud-based, but can also be based on custom

and bespoke solutions.

> A LU report-to 5% report-uri CSP 54 [ 2k 5 B R WA 245K (CSP)
BT A
7F 6.4.3 [ERd, Ol CSP X 0L AT DUINE A S5 BEAT IR BLUALBE, Ak
report-to 84 /& CSP Level 3 #5| NFGHHEE:, HTHE—A L4l (report group) . iX
A EWRAEE T A EZ MR ARG (Reporting Endpoints) , S0 T/ T i g
CSP {4l %5 . 5 report-uri #iLt, report-to #2451 58 R 3% A1 AT e & 1 7 2ok B 4R 15 20

it o
FAEB| AR BRI E S H 0T

HTTP =
Reporting-Endpoints: endpoint-1="https://example.com/reports"

Content-Security-Policy: ..; report-to endpoint-1

KIER|Z ARG BRI E S H 0T

HTTP B

Report-To: { "group": "csp-endpoint",
"max_age": 10886408,
“endpoints": [
{ "url": "https://example.com/csp-reports" }
1%
"group": "hpkp-endpoint",
"max_age": 10886408,
"endpoints": [
{ "url": "https://example.com/hpkp=-reports" }
11}
Content-Security-Policy: ..; report-to csp-endpoint

~

report-to HL (5 AT L& % https://developer.mozilla.org/en-
US/docs/Web/HTTP/Headers/Content-Security-Policy/report-to

report-uri 5%, I EITHINH, EHTHEE D URL, % URL SR8 56 T M 5
/e CSP ki o 4 e s kil 23t ;e CSP HIAT NS, B4R ER report-uri Ak —1


https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/report-to
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy/report-to

:@sec=

POST i3k, Bl ifE B RIEL IR S s i BEATIC AN 0 Mo XA B TG 2 0 i s 2
CSP ML in] /8, He i ok 11 22 4=k

Examples

See Content-Security-Policy-Report-Only for more information and examples.

HTTP &

Content-Security—Policy: default-src https:; report-uri /csp-violation-report-endpoint/

B Examples H1ff)/csp-violation-report-endpoint/a] LLf# F LA () PHP LAY kiz
17, ZARRS S 1d s EAHIE LT JSON,  an S 2 H E SR 88 — 2kt iiid sk, Rk 7
M E45 7 1 5 admin@example.com.

<?php

// Start configure

$log_file = dirname(__FILE__) . '/csp-violations.log';

$log_file_size_limit = 1000000; // bytes - once exceeded no further entries are
added

$email_address = "admin@example.com';

$email_subject = 'Content-Security-Policy violation';

// End configuration

$current_domain = preg_replace("/www\./i', '', $_SERVER['SERVER_NAME']);
$email_subject = $email_subject . ' on ' . $current_domain;

http_response_code(204); // HTTP 204 No Content
$json_data = file_get_contents('php://input');
// We pretty print the JSON before adding it to the log file

if ($json_data = json_decode($json_data)) {
$json_data = json_encode($json_data, JSON_PRETTY_PRINT | JSON_UNESCAPED_SLASHES);

if (!file_exists($log_file)) {
// Send an email

$message = "The following Content-Security-Policy violation occurred on " .
$current_domain . ":\n\n" .
$json_data .
"\n\nFurther CPS violations will be logged to the following log file, but no

further email notifications will be sent until this log file is deleted:\n\n" .

$log_file;

mail($email_address, $email_subject, $message,

"Content-Type: text/plain;charset=utf-8");
} else if (filesize($log_file) > $log_file_size_limit) {
exit(0);

file_put_contents($log_file, $json_data, FILE_APPEND | LOCK_EX);

e H TR 1z report-uri 158N E . EIR— LR i i REVISA X FF e, 1H
B FECZEMAFKNT web it PfE, B i) GE IE T #EMR, THTER A& H T2 1ERT H 19
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REF. report-uri i g n LIZ%: https://developer.mozilla.org/en-
US/docs/Web/HTTP/Headers/Content-Security-Policy/report-uri

> FH B SRAT AR B T R AT AN IS (BFRCAE A P IS BT LS B2
I JavaScript K128, FHM AR K HER

Synthetic User Monitoring (&M P %), & —Fhis s M st rEge ) 77k, @
T RO L S FH P AE D7 T DX s B (84T R R PAs 94l (1) M e AT AT A% . Synthetic User
Monitoring 3% 2§ H 5 3k T HBUAASKRESH 7 S22 B, il S, HE5%
B PN DU A, DASEAS I 5 1 vl R R I e I BR300

i RAREELR, MUK AT DUE IS gn s B s I BEAS KRB P32 38 S AR, i i Kl 2%
O ST AR ) HTTP 383k A 24 B RRAS AR S A T T A9 3 P 28 5 2 i 2 R AR 3R 47 L 3%
AT LARE I 2 skimming Z e A 5 [ R 242 AU B 24

FTEZ AR, 70— FOTEK T E (Driftbot) FIEZHEM, 1% T AL ZHEN
BRI G SENEERS 4 AN/ BT — R, IR RN IR A R

« 2> C @ O 8 nhttps:/github.com/driftbotdemos/driftbot-demo-coinbasefissues?q=is%3Aissue+is %3Aclosed 2

© 1 Unauthorized suspicious script host sources d d. stale ipt-hosts

#65 by github-actions | bot | was closed on Jan 28, 2022

& 1 Unauthorized script host sources detected. script-hosts | stale
#64 by github-actions | bot ' was closed on Jan 28, 2022

© 1 Unauthorized xhr host sources detected. stale  xhr-hosts
#63 by github-actions | bot | was closed on Jan 23, 2022
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#62 by github-actions | bot | was closed on Jan 21, 2022
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#61by github-actions | bot | was closed on Jan 21, 2022

© 1 Unauthorized xhr host sources detected. stale  xhr-hosts
#60 by github-actions | bot | was closed on Jan 16, 2022
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#59 by github-actions | bot | was closed on Jan 14, 2022

1 Unauthorized script host sources detected. script-hosts | stale
#58 by github-actions | bot | was closed on Jan 14, 2022

© 1 Unauthorized xhr host sources detected. _stale | xhr-hosts
#57 by github-actions | bot ' was closed on Jan 9, 2022

© 1 Unauthorized script host sources detected. script-hosts | stale
#56 by github-actions | bot | was closed on Jan 6, 2022
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https://driftbot.io/howto/

https://github.com/joshlarsen/driftbot
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r pageHash = 'known-good-hash';

ar currentHash = calculateHash(document.documentElement.outerHTML);

f (pageHash !== currentHash) {

alert('Page has been tampered with!');
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https://www.cloudflare.com/application-services/products/page-shield/
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https://www.cloudflare.com/application-services/products/page-shield/
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https://blog.nasstar.com/magecart-time-to-focus-on-web-security-to-mitigate-

digital-skimming-risk/

https://www.reflectiz.com/blog/the-gocgle-web-skimming-campaign/

https://en.wikipedia.org/wiki/Web_skimming

https://owasp.org/www-project-top-10-client-side-security-risks/

https://www.imperva.com/learn/application-security/magecart/

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-

Security-Policy/report-to#syntax

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-

Security-Policy/report-uri

https://blog.sucuri.net/2023/04/how-to-set-up-a-content-security-policy-csp-

in-3-steps.html

https://east.pcisecuritystandards.org/document library?category=pcidss&doc

ument=pci_dss

10) https://developer.mozilla.org/en-US/docs/Web/Performance/Rum-vs-Synthetic

11) atsec B 7 Muk: https://www.atsec.cn

12) PCI SSC EJyMuk: https://www.pcisecuritystandards.org/
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