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maintained that shows all connections

between the CDE and other networks,

including any wireless networks.

1.1.1 All security policies and operational 1.4 FEIR 1.4 BORFEAE L, Bn T Semg A
procedures that are identified in Requirement VR A R RR SEORT 2R

1 are:

» Documented.

» Kept up to date.

* In use.

» Known to all affected parties.

1.1.2 Roles and responsibilities for performing | 1.1.5 MHER T X4 (group) HRTTK4Ed %
activities in Requirement 1 are documented, R

assigned, and understood.

1.2 BB MY s e fsh (NSC) .

1.2.1 Configuration standards for NSC 1.1 FEck 1.1 M & 49 2R, RN E
rulesets are: + Defined. S S IR YE S X 45 2 A g RN
« Implemented. T B b i

* Maintained.

1.2.2 All changes to network connections and |1.1.1 O T P4 e T T A i % AR
to configurations of NSCs are approved and BT K 6.5.1 HEATEHLRIE R,
managed in accordance with the change

control process defined at Requirement 6.5.1.

1.2.3 An accurate network diagram(s) is 1.1.2 5 Gk R A A B 4E S I R

PaIN
o




1.2.4 An accurate data-flow diagram(s) is 1.1.3 55 J57 SR SR P 0o Al It 1 I A R R

maintained that meets the following: PRIFAAE

» Shows all account data flows across

systems and networks.

» Updated as needed upon changes to the

environment.

1.2.5 All services, protocols, and ports 1.1.6 ZEREGEFR 1.1.6 T ABER K

allowed are identified, approved, and have a 1.2.6. MLETRGRMRSS . Pl e H R

defined business need. gl EA R

1.2.6 Security features are defined and 1.1.6 ZEREGIEFR 1.1.6 7 NILER &

implemented for all services, protocols, and 1.2.5. BEESREX I A RS Wil

ports that are in use and considered to be T ity IV HEAT 22 AP o R R B AEK

insecure, such that the risk is mitigated.

1.2.7 Configurations of NSCs are reviewed at |1.1.7 HWERSR 1.1.7 FERIEAR G —

least once every six months to confirm they o MEE b ERXT router 2Kk, i

are relevant and effective. B AR T ER

1.2.8 Configuration files for NSCs are: 1.2.2 MWESREE 1.2.2 ZoRORF— 8 &

« Secured from unauthorized access. L HERX router R, BN A

+ Kept consistent with active network IR R . B 1B 1R

configurations. BT 1) B 5 2 B R — B
Ko

1.3 BRHGIFFER N L PR P28 U7 [ AR -

1.3.1 Inbound traffic to the CDE is restricted | 1.2.1 R 1.3.4 5 1.2.1 ESWERMTE

as follows: 134 A, FIRFER 1.2.1 FFoeF AR H i

« To only traffic that is necessary. BV ISR T R, BRI

« All other traffic is specifically denied. 1.3.1 ANUHERFN 1.3.2 HhEER,

1.3.2 Outbound traffic from the CDE is 1.2.1 TH1.3.4 5 1.2.1 EEMERMTE

restricted as follows: 13.4 A, RINHEER 1.2.1 fF5aF Gl H b

« To only traffic that is necessary. BV A SR T R, PR R

« All other traffic is specifically denied. 1.3.1 ASHERAN 1.3.2 HuhER,

1.3.3 NSCs are installed between all wireless |1.2.3 TEMR 1.2.3 TERAHAE FR R T M

networks and the CDE, regardless of whether
the wireless network is a CDE, such that:

« All wireless traffic from wireless networks
into the CDE is denied by default.

* Only wireless traffic with an authorized

business purpose is allowed into the CDE.
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1.4.1 NSCs are implemented between trusted | 1.3 TR 1.3 BORAE BRI AIRE-R A EHREH

and untrusted networks. BRI AR Uy I R b, MR
NAEASAT 28 AN W] {35 [P0 2% 1] 36 28 Y 2%
Zh Rl (NSC) , SR EHUEFM,
LI SIS L B T R

1.4.2 Inbound traffic from untrusted networks |1.3.1 HEREER 1.3.1. 1.3.2 f11.3.5

to trusted networks is restricted to: 132 BIRAAT TRbG, fEASESRESR BT

+ Communications with system components i AU A FEIRS X 7 1] FRPIRAS

that are authorized to provide publicly 1.35 il AL ERER R B AT —

accessible services, protocols, and ports. AR, A R SR T T

« Stateful responses to communications

initiated by system components in a trusted

network.

« All other traffic is denied.

1.4.3 Anti-spoofing measures are 1.3.3 IR 1.3.3 MERRFFEAZE

implemented to detect and block forged

source IP addresses from entering the trusted

network.

1.4.4 System components that store 1.3.6 AT R 1.3.6 BUEEKR, ek SAE

cardholder data are not directly accessible F AR NBE A AT AR ST

from untrusted networks. W2 BT BB U ), s ) ) SR B B SR BV
T8

1.4.5 The disclosure of internal IP addresses |1.3.7 SO YRR, BAn ERER—E

and routing information is limited to only

authorized parties.

1.5 JRBFRESERB A E MR CDE KT IZ#&%T CDE F=A: KKK .

1.5.1 Security controls are implemented on
any computing devices, including company-
and employee-owned devices, that connect to
both untrusted networks (including the
Internet) and the CDE as follows:

« Specific configuration settings are defined to
prevent threats being introduced into the
entity’s network.

« Security controls are actively running.

« Security controls are not alterable by users
of the computing devices unless specifically
documented and authorized by management

on a case-by-case basis for a limited period.

1.4

BAMESE 1.4 MERAE, HimE
REZH 240 (security
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2.1 Processes and mechanisms for applying secure configurations to all system components are
defined and understood.

2.1.1 All security policies and operational 2.5 TEJF 2.5 R FAE -, 30T SRug Al
procedures that are identified in Requirement TR T B R RR BT K
2 are:

» Documented.
» Kept up to date.
* In use.

* Known to all affected parties.

2.1.2 Roles and responsibilities for performing | 2k . IR AT ER 2 RS
activities in Requirement 2 are documented, B FTXE L A SR ER T

assigned, and understood.

2.2 System components are configured and managed securely.

2.2.1 Configuration standards are developed, | ##E K AR T A I T A v
implemented, and maintained to: B, & TR 2.2, 6.4.6 ZER, X4
« Cover all system components. PRIBC B FRAERR T S I ER,

+ Address all known security vulnerabilities. TEFETER 6.3.1 PR3 B0 HT I I B 58T

« Be consistent with industry-accepted system T AR o

hardening standards or vendor hardening
recommendations.

* Be updated as new vulnerability issues are
identified, as defined in Requirement 6.3.1.
* Be applied when new systems are
configured and verified as in place before or
immediately after a system component is

connected to a production environment.

2.2.2 Vendor default accounts are managed | 2.1 TR 2.1 BRSO, #—DEiET
as follows: T EIAK S B ER, BEAREH
« If the vendor default account(s) will be used, BMERBIAK S, B4 RTBIAK S,

the default password is changed per




Requirement 8.3.6.
« If the vendor default account(s) will not be

used, the account is removed or disabled.

{HER L AMEEONTT & fe/h 12 fr K= 2%

B U R A

2.2.3 Primary functions requiring different 2.2.1 P 2.2.1 SR T dE— PR,
security levels are managed as follows: T X T RGN R E R
+ Only one primary function exists on a MRSt g 48, AR AR IXANEE SR A AL
system component, AT

OR

* Primary functions with differing security

levels that exist on the same system

component are isolated from each other,

OR

* Primary functions with differing security

levels on the same system component are all

secured to the level required by the function

with the highest security need.

2.2.4 Only necessary services, protocols, 2.2.2 KRR 2.2.2 AN E B Re AR Sk
daemons, and functions are enabled, and all 295 2.2.4 U5 BRSSP oI A
unnecessary functionality is removed or DIRe I ERIEAT 785

disabled.

2.2.5 If any insecure services, protocols, or  |2.2.3 FHESR 2.2.3 MESRFE— B HHT T &
daemons are present; W, BRETHERHAAZERS . hilEk
« Business justification is documented. SRR L

« Additional security features are documented R, g ER 1.1.6 thE T4
and implemented that reduce the risk of using DN AT T 1 B SR AT T
insecure services, protocols, or daemons. ~

2.2.6 System security parameters are 2.2.4 IR 2.2.4 B EORE BT T HiB .
configured to prevent misuse.

2.2.7 All non-console administrative access is | 2.3 R 2.3 MER BT T /IR

encrypted using strong cryptography.

2.3 Wireless environments are configured and

managed securely.

2.3.1 For wireless environments connected to
the CDE or transmitting account data, all
wireless vendor defaults are changed at
installation or are confirmed to be secure,
including but not limited to:

« Default wireless encryption keys.

» Passwords on wireless access points.

* SNMP defaults.

2.1.1

IR 2.1.1 BB ER 7 L H
PIEB DR, B TR ZR,
(CILNRIER DI WA S S N Y S SR NN
] RS HIER




« Any other security-related wireless vendor

defaults.

2.3.2 For wireless environments connected to
the CDE or transmitting account data,
wireless encryption keys are changed as
follows:

* Whenever personnel with knowledge of the
key leave the company or the role for which
the knowledge was necessary.

* Whenever a key is suspected of or known to

be compromised.

2.1.1

LK 2.1.1 R TR P P
REAT T &, TR T AREER, ZRAE
R RO SR M B e DL R
St S A R N HEAT TO IR DI
#e.




