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Traditional architecture VS cloud architecture
Migrating from traditional architecture to cloud 
architecture
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Traditional Architecture VS Cloud Architecture

Category Advantage Disadvantage

Traditional enterprise 

self-built IT environment

The simpler, more secure The level of technology is uneven

Segmentation control is easy Weak capability against large-scale DDoS attacks

Vulnerability has a small range of influence Non-reusable assessment results

Exclusive equipment and data encryption 

device/application High initial investment and technical requirements

Iaas/SaaS cloud 

architecture

High level of security protection More complex, higher risks

Assessment results can be reused Vulnerability has a huge range of influence

Strong capability against large-scale DDoS attacks Risk of sharing encryption mechanisms

Low initial investment and technical requirements Shared responsibility leads to mutual excuses
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Cloud Payment Products (SAAS based) VS
Cloud-based Payment Services 
(IAAS based)

Security 

risks 

analysis

IaaS

SaaS

Topology

Topology

Virtual 

machines and 

database 

instances are 

leased by 

customers

Virtual 

machines and 

database 

instances are 

responsible by 

the CSP

1. Invisible part of the cloud is 

difficult for customer’s PCI 

DSS compliance.

2. The underlying evidences 

of the CSP can not be 

shared to customers.

3. The shared responsibility 

may lead to mutual 

excuses.

The CSP has major 

responsibility: Consistency of 

assessment and high support 

from the CSP

Key points in 

PCI DSS are 

separately 

implemented by 

the CSP and 

Customers.

Key points in the 

PCI DSS are all 

applicable by the 

CSP and fully 

assessed during 

the CSP’s QSA 

assessment.

Since SaaS product is 

completely controlled by the 

CSP, the possibility of 

abnormally CHD storage is 

very low. 

1. Possible plaintext CHD 

is stored in cloud storage 

on uncertified cloud 

products or in application 

logs.

2. New disaster recovery 

data center has been 

used for data backup but 

not yet compliant.



Cloud Security Considerations
Introspection

Challenges:

• Introspection bypass the login access control so that no log information is 

generated in VM.

Recommendations: 

1. Strictly follow the change control process.

2. Separate the roles of use and audit.

3. Identify and alert high-risk operations or commands.



Cloud Security Considerations
Penetration test

Challenges:

• Segmentation to reduce the scope of PCI DSS assessment.

• Penetration testing to verify segmentation is challenge in cloud.

Recommendations:

1. Perform testing when each instance is created.

2.  Perform testing when access policy change is made to the VPC or between VPCs 

or between customers and CMN.

3.  The CSP is responsible for periodically testing the isolation of the underlying 

resources.

For the above-mentioned testing, automatic methods are recommended and push 

alarms to the NOC.



Practice Shared Responsibility

Challenge:

• Shared compliance responsibility 
between CSP and Customer which 
could lead to mutual excuses.



Practice Shared Responsibility
White Paper for Cloud Customer Data Security Standards 
Based on PCI DSS

1 Cloud Data Security Compliance based on PCI DSS

1.1 Background of the PCI DSS

1.2 PCI DSS Overview

1.3 Shared Responsibility Framework

1.3.1 Overview

1.3.2 Logical Tiered Framework

1.3.3 Corresponding to the PCI DSS requirements

2 Compliance Products provided by Tencent Cloud

3 Compliance responsibility Analysis for the CSP and Cloud Customers

4 Compliance and Assessment Suggestions for Cloud Customers

5 PCI DSS Compliance Case Study

References and Appendix



PCI DSS 

Requirements
Responsibilities of the CSP

Responsibilities of 

Cloud Customers

3.4 Render PAN 

unreadable 

anywhere it is 

stored (including 

on portable 

digital media, 

backup media, 

and in logs) by 

using any of the 

following 

approaches:

IAAS service mode do not directly 

store, process or transmit 

cardholder data or sensitive 

authentication data, hence the 

relevant requirements for 

cardholder data protection are not 

directly applicable for the CSP.

SAAS: If the cloud service provider 

provides payment products (e.g.

Cloud Payment product: Cpay) in 

order to meet the requirements, the 

CSP is also responsible for the 

PAN data protection.

The cloud customers are 

responsible for selecting

and maintaining the 

appropriate solution(s) for 

cardholder data 

protection, key 

management and 

corresponding technology 

implementation in order to 

meet the requirements.

Practice Shared Responsibility
White Paper for Cloud Customer Data Security Standards 
Based on PCI DSS – Chapter three: responsibility analysis

PCI DSS 

Requirements
Responsibilities of the CSP

Responsibilities of 

Cloud Customers

1.1.3 Current 

diagram that 

shows all 

cardholder data 

flows across 

systems and 

networks

IAAS service mode do not directly 

store, process or transmit cardholder 

data or sensitive authentication data, 

hence this requirement does not

directly apply to the CSP.

SAAS: If the cloud service provider 

provides products (e.g. Cloud 

Payment product: Cpay) in order to 

help cloud customers to meet the

requirement, the CSP is also 

responsible for maintaining the 

related evidences.

Cloud customers are 

responsible for 

maintaining cardholder 

data flow diagram for 

defined CDE and 

related networks.
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Case Study - Tencent Cloud
- Data Security Compliance Certifications



Case Study - Tencent Cloud
- Data Security Compliance Roadmap



Case Study - Tencent Cloud
- Tencent Cloud Product and Service Structure
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Case Study - Tencent Cloud
- Tencent Cloud Security Model
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Customer data control
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Case Study - Tencent Cloud
- Tencent Cloud Security Model



Case Study - Tencent Cloud
- Tencent Cloud Security Model



Compliance Maintenance
Integrity the requirements into daily job activities!

If the COMPLIANCE has to be set a time limit, I wish it would be ten thousand years.

Ancient Civilization

(e.g. the Art of Warfare): 

Simplified & Summarized

Modern Standard 

(e.g. PCI DSS): 

Complete & Accurate

Quality  &      KnowledgeVS



Summary

Compliance process is a “romantic drama”

Just like “A Walk in the Clouds”, the 
characters are looking for true love; 

“A PCI Walk in the Clouds”, the industry 
should work together to get ready for 
change because of new development, seek 
the true compliance, and improve the 
overall information security.



Thanks


