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Traditional architecture VS cloud archite e

Migrating from traditional architecture to cloud
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Category

Traditional enterprise
self-built IT environment

Advantage

The simpler, more secure
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Disadvantage

The level of technology is uneven

Segmentation control is easy

Weak capability against large-scale DDoS attacks

Vulnerability has a small range of influence

Non-reusable assessment results

Exclusive equipment and data encryption
device/application

High initial investment and technical requirements

laas/SaaS cloud
architecture

High level of security protection

More complex, higher risks

Assessment results can be reused

Vulnerability has a huge range of influence

Strong capability against large-scale DDoS attacks

Risk of sharing encryption mechanisms

Low initial investment and technical requirements

Shared responsibility leads to mutual excuses
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the information security provider
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Cloud Payment Products (SAAS based) VS

Cloud-based Payment Services

AVASSR oF-=To )

Security
risks
analysis

Virtual
machines and
database
instances are
leased by
customers

Topology

Virtual
machines and
database
instances are
responsible by
the CSP

Topology

1. Invisible part of the cloud is
difficult for customer’s PCI
DSS compliance.

. The underlying evidences
of the CSP can not be
shared to customers.

. The shared responsibility
may lead to mutual
excuses.

The CSP has major
responsibility: Consistency of
assessment and high support
from the CSP

Key points in
PCI DSS are
separately
implemented by
the CSP and
Customers.

Key points in the
PCI DSS are all
applicable by the
CSP and fully
assessed during
the CSP’s QSA
assessment.

. Possible plaintext CHD
Is stored in cloud storage
on uncertified cloud
products or in application
logs.

. New disaster recovery
data center has been
used for data backup but
not yet compliant.

Since SaasS product is
completely controlled by the
CSP, the possibility of
abnormally CHD storage is
very low.
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Cloud Security Considerations

Introspection

»

| Challenges:

/ * Introspection bypass the login access control so that no log information is
generated in VM.

/
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Recommendations:

1. Strictly follow the change control process.

2. Separate the roles of use and audit.

3. Identify and alert high-risk operations or commands.
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Cloud Security Considerations

Penetration test

- ,
Challenges: |
« Segmentation to reduce the scope of PCI DSS assessment.

Penetration testing to verify segmentation is challenge in cloud.

'- _ = ~— y a8 ——
}* | Recommendations:

1. Perform testing when each instance is created.

2. Perform testing when access policy change is made to the VPC or between VPCs
’ or between customers and CMN.

b

3. The CSP is responsible for periodically testing the isolation of the underlying
resources.

For the above-mentioned testing, automatic methods are recommended and push
alarms to the NOC. .
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Practice Shared Responsibility

Security *
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Challenge:
Dote:  Api 2018 « Shared compliance responsibility

Author: Cloud Special Interest Group
PCI Security Standards Council .
between CSP and Customer which

could lead to mutual excuses.

Information Supplement:

PCI SSC Cloud Computing
Guidelines
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Practice Shared Responsibility

White Paper for Cloud Customer Data Security Standards
Based on PCI DSS

Cloud Data Security Compliance based on PCI DSS

White Paper

Background of the PCI DSS .@lsec ‘
for Cloud Customer Data Security Standards | BCI DSS Overview ””II )‘L\

Based on PCI DSS . Shared Responsibility Framework \_./

July 2019 Overview \

Logical Tiered Framework
Tencent Cloud 3. Corresponding to the PCI DSS requirements

atsec China 2 Compliance Products provided by Tencent Cloud

Cloud Security Alliance
3 Compliance responsibility Analysis for the CSP and Cloud Customers

Joint release

4 Compliance and Assessment Suggestions for Cloud Customers

@ 5 PCI DSS Compliance Case Study w Seaurlty @

Tencent Cloud References and Appendix




Practice Shared Responsibility

White Paper for Cloud Customer Data Security Standards

Based on PCI DSS - Chapter three: responsibility analysis_

PCI DSS
Requirements

1.1.3 Current
diagram that
shows all
cardholder data
flows across
systems and
networks

Responsibilities of the CSP

IAAS service mode do not directly
store, process or transmit cardholder
data or sensitive authentication data,
hence this requirement does not
directly apply to the CSP.

SAAS: If the cloud service provider
provides products (e.g. Cloud
Payment product: Cpay) in order to
help cloud customers to meet the
requirement, the CSP is also
responsible for maintaining the
related evidences.

Responsibilities of
Cloud Customers

Cloud customers are
responsible for
maintaining cardholder
data flow diagram for
defined CDE and
related networks.

PCI DSS
Requirements

3.4 Render PAN
unreadable
anywhere it is
stored (including
on portable
digital media,
backup media,
and in logs) by
using any of the
following
approaches:

Responsibilities of the CSP

IAAS service mode do not directly
store, process or transmit
cardholder data or sensitive
authentication data, hence the
relevant requirements for
cardholder data protection are not
directly applicable for the CSP.

SAAS: If the cloud service provider
provides payment products (e.g.
Cloud Payment product: Cpay) in
order to meet the requirements, the
CSP is also responsible for the
PAN data protection.

Responsibilities of
Cloud Customers

The cloud customers are
responsible for selecting
and maintaining the
appropriate solution(s) for
cardholder data
protection, key
management and
corresponding technology
implementation in order to
meet the requirements.

(@SEC=

the information security provider
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Case Study - Tencent Cloud

- Data Security Compliance Certifications It

MPAA/HIPAA/

KISMS etc.
GDPR CISPE
PCl — DSS China Pl y |
Classified Protection SOC &l | Till now
of Information‘ Jun. 2018 US: MPAA
ISMS Security Oct. 2017 GDPR Compliance HIPAA
- SOC 18283 China Goverment: Korea: KISMS
May 2017 Tvoe |l Personal
Public Cloud: yp Information
Sep/2016 Level lll F&A Cloud: PCI
eve DSS Protection
F&A Cloud: .
» Regulation
1SO 27001:2013 Level IV 1ISO 27018

CSA STAR Glod

- WS fem=\ Toncent Standar Standards Council
ation security provider
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Case Study - Tencent Cloud

Data Security Compliance Roadmap

- Identify External Compliance Requirements and Security Threats - Adopt Advanced International and Industry Security Standards
) To address external | International Standards: |  Industry Standards:
Tencent cloud services are spread | * Domestic and Foreign Laws and compliance 1 ﬁ 1SO27001 | MPAA Content
all over the world. To ensure the | Regulations requirements and I I Security Best
security of cloud services, it is | _ ) threats, Tencent | ; | Practices
necessary to meet different | - Domestic and Foreign Regulatory Cloud identifies and - 1S027018
A N Reauirements d d d 1 | p~ CISPE Code of
compliance requirements at | q a opts advance — I Wil Conduct for Persanal
home and abroad and identify international and 1 sTAR  CSASTAR : i
| . . Data Protection
various security threats: . Contract Requirements industry standards: | - |
I , 4B 5027017 | & PciDss
! - Security Threat
- Implement the Cloud Security Compliance System - Establish a Cloud Security Compliance System

Implement Tencent's cloud security
compliance system into the security
management and control of
Tencent's cloud product planning,
development and design, operation
and maintenance support and
service support throughout the
product life cycle.

Integrate the requirements of
international and industry security
standards, combine the actual
situation of Tencent cloud business,
establish a set of integrated cloud
security compliance system, and
establish a mechanism for
continuous improvement of the
system.

Clnud SECl-ll'lnl' E
Compliance System
=

Checking
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Case Study - Tencent Cloud
- Tencent Cloud Product and SeryICE

[ Big Data Service I [ Al Application Service |
[ Big Data Suite / Big Data Visual Interaction I : Face Recognition / Natural Language Processing / 1
Saa$ I' System /Cloud Recommendation Engine / Digital ! I Speech Recognition / Smart Titanium Machine !
'\ Marketing / Business Intelligence Analysis /I \_ Learning / Deep Learning /'
(" Video Service ") [~ Mobile and Communication Service 1 [ Management Tool N
I Video on Demand /Cloud Live / I 1 Mobile Analysis / Cloud Development | ! CIOUSAAUFtO"?ate;jgIeSt:jn%éldow I
Paa$S I Interactive Live / Mobile Live / Short ' I / Wi-Fi Service / o Cloud onoring / & od / I
I . . . . I I . I 1 oud Audit/Command-Line Tool/Access |
« _Video / Real Time Audio and Video _, | _ _ _Message Push/SMS Service_ _ _,  \_ Management/Key Management Service _ ,

Security © "Cyber Security | 7 Business Security ¢ Host Security |f' Mobile S_eamty_| “war [ Data Security
Products | _ _ayy __ | _ _(Tanpw_ _ 11 _ (unjing) _ I _ _(tE6Y) _ | web appiication rrewal) | (Data Shield) _
Massive Cloud Tencent Cloud Cr region IDC Massive Network Resources

Infrastructure enee oud Lross-reglo Multi-operator Network, CDN Bandwidth Exceeds 70T
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Case Study - Tencent Cloud
- Tencent Cloud Security Model

Security Governance and Compliance
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Case Study - Tencent Cloud

- Tencent Cloud Security Model

Customer data control

Data security Data protection Data activity
policy measures monitoring

Computing | Storage | Network | DB
Availability
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Case Study - Tencent Cloud

Tencent Cloud Security Model
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Compliance Maintenance
Integrity the requirements into daily job activities!
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T If the COMPLIANCE has to be set a time limit, | wish it would be ten thousand years.
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Summary

Compliance process is a “romantic drama”

Just like “A Walk in the Clouds”, the
characters are looking for true love;

“A PCIl Walk in the Clouds”, the industry
should work together to get ready for
change because of new development, seek
the true compliance, and improve the
overall information security.
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