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Reguiar Expression Searches for Cradit Card Numbers

81 5| Visa: A4[0-OK12)(7{0-G3)7$- All Visa cards startwith a 4.

x2 MasterCard: *5[1-5][0-9}{14}$ - AllMasterCard startwith the numbers 51 through 55.

American Express: *3[47][0-9)(13)$- American Express cards startwith 34 or 37.

o 18 Diners Club: *3(7:0{0-5[88]{0-9]){0-9K11}$ Diners Club cards begin with 300 through 305, 36 or 38.
| Discover: “6(7:011|5[0-9}(2))[0-9){12)$ Discover card numbers begin with 60110r€5.

|| JCB: *(7:2131]|1800|35\d(3})\d{11}$ JCB cards beginning with 2131 or 1800 have 15 digits.

5 | JCB cardsbeginningwith 35 have 16 digits.
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- SHA-25RJi%
- SHA-224_  SHA-256 . SHA-384, SHA-512
- SHA-3Zxj&%
- SHA3-224, SHA3-256 . SHA3-384, SHA3-512

= EABI
- result = HashFunction (input)
- result = HashFunction (input + salt)

- “1111222233334444" , {1 ESHA-256:
result=c6b25ffac5d2c50f41af3ac4d97d07d95fd4f2d5f
9fcef98dc709e5741060508
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= SIVISAREIHY (Visa Best Practices for Primary Account
Number Storage and Truncation)

= Example: 412345XXXXXX6789 or XXXXXXXXXXXX1234 for the PAN
and XXXX for the expiration date.
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80 2key TDES k =1024 f = 160-223
112 3key TDES k = 2048 f = 224-255
128 AES-128 k = 3072 f = 256-383
192 AES-192 k = 7680 f = 384-511
256 AES-256 k = 15360 f=512+
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- WNERS , BME  ERE, BEKE
- BHEEKENZEH

- 2215 : 123456 ; £h{E : 654321 ; X% : 1000% ; KE
256bits

-
523d904c8f2df96634d9eed3b444838ef5f8b30c7059
292405a5dfe5acf33855

(SeEC=
r\ — © atsec information security, 2016 JK¥A




3 AR PR .

v

» —MEREAMER

» BRI SRR
- BIUER | EEPEINEE RS H

* (ERINE FERXI BRI TR
- PA-DSS E3k3.3.2: (ERETHUERER R, B
BRI (SN RERBARE, ENAINEE
=R, B EROIRERS 2 KRB RS,

Use a strong, one-way cryptographic algorithm, based on approved standards to
render all payment application passwords unreadable during storage. Each password
must have a unique input variable that is concatenated with the password before the
cryptographic algorithm is applied,
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1. B84 REFASAPrivate Signature Key

2. BZIIFA$APublic Signature-Verification Key
3. JWFRIAUEE$ASymmetric Authentication Key
4. I\IEFA$BPrivate Authentication Key

5. IAUEA$BPublic Authentication Key

6. JIFREUEINE = A Symmetric Data Encryption
Keys

7. SFREAE EEEASymmetric Key Wrapping Key
8. XIFRBEH AR HSymmetric RBG Keys

9. XIFREEFHSymmetric Master Key
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10. Z4P(EHFATHPrivate Key Transport Key
11. Z4REHA$BPublic Key Transport Key
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13. 24Pt EIFASEPrivate Static Key Agreement Key

14. Z3AMEIZA$HPuUblic Static Key Agreement Key

15. Z4BhESIERTFASAPrivate Ephemeral Key Agreement Key
16. Z4PAETIGAT/A$8Public Ephemeral Key Agreement Key
17. XIFREUEEASymmetric Authorization Key

18. #Z1UFAsAPrivate Authorization Key

19. R $BPublic Authorization Key
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