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PCI DSSH A< FE 3k
R E SHMER

FrE ABIER M Storage of Card Data

Data Element Storage Protection PCI DSS
permitted Required Req 3.4
CardhOIder Data Primary Account \/ \/ \/
FEAZE Number (PAN)
Cardholder Name \ v
Service Code v v
Expiration Date | V
Sensitive Full Magnetic strips
Authentic-ation |CVC2/CVV
Data CID/CAV2
BURHIMESEHE | pinyPIN Block
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PCIFnEXRTEINZEREN.

= Cryptography based on industry-tested and accepted algorithms, along with
strong key lengths and proper key-management practices. Cryptography is a
method to protect data and includes both encryption (which is reversible) and
hashing (which is not reversible, or “one way”).

= Examples of industry-tested and accepted standards and algorithms for
encryption include AES (128 bits and higher), TDES (minimum double-length
keys), RSA (1024 bits and higher), ECC (160 bits and higher), and ElGamal
(1024 bits and higher).

= See NIST Special Publication 800-57 (http://csrc.nist.gov/publications/) for more
information.
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FIPS 140-2 vs PCI
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— One-way hashes based on strong cryptography,

— Truncation,

— Index tokens and pads,

— Strong cryptography with associated key management.
= PCI DSS Tokenization Guideline, Aug 20114&%h

= PCI DSSE3k3.4.1 2R XTHELEINE: : the logical access must
be managed independently of native operating system access
control mechanisms, and decryption keys must not be tied to
user accounts.
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= PCI DSS 3.6 {2 ZAETE |, 815 -

Generation of cryptographic keys
Secure cryptographic key distribution
Secure cryptographic key storage

{43, i !."I:'I.EIE

Key changes
Key retirement or replacement

— Split knowledge and dual control for manual clear-text cryptographic key

— Prevention of unauthorized subsitution of keys, and also the formal acknowledge
for key custodians.
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= PCI DSS #E3Kk4.1 128 “{FRAEII=Ef =Y , kil
SSL/TLS, IPSEC, SSH, & , (RIPEATLFFMZE &R
BIBRGSFRAZEE | AN EEIEEARET :

— The Internet

— Wireless technologies

— Global System for Mobile communications (GSM)
— General Packet Radio Service (GPRS)
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Symmetric
« AES 256

B ° RSA2048

—— Qe - DSA 2048
\ e SHA 256
aI;oaristnm « SHA 512
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Symmetric algorithms

AES 256
3DES* 128
+ * Asymmetric algorithm
=
\ EL“%E « Secure initialization ~ |Serpent 256
aster Key « Strong access control CASTS 128
. o « Asymmetric algorithm |Blowfish 448
A= =R4H - Protected by Master
IDEA 128
Key/Access
i Control/Application :
Key encryption key Configuration file Twofish 128
Asymmetric algorithms
RQ}ED[I&’EM%H . Symmetric a|gorithm RSA 2048
.  Protected by KEK
Data encryption key Y ElGamal 2048
Elliptic Curve Cryptosystem* 192
Hash algorithms
SHA-1 256
RIPE-MD 160
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Encrypted EKEK
S i

iPrivate kew
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CM

Asvmmetric
algorithm
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Cardholder > payment Application
data =
d Symmetric

ecrypt
algorithm

encrypt

tEncrypted data
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- FTLAE MRS ( BEREE )

— (1) internal network segmentation,;

— (2) IP address or MAC address filteripg, g eEEre:
] ) authentication Internal
— (3) two-factor authentication from from within the network
o _ internal segmentation
within the internal network o network

= LA, DIRIARSCERFTS MY
- RIBTIRZERFERER , EHEERYE
= }METEHIE R ER %

_|IP address

Compensating Control
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RPN RPEEEEE
RS

Masked PAN No
Hash No
Tokenization No

Strong encryption Yes

Compensating Yes
control
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APPROVED SCANNING

VENDOR
HE#%
A + 2%
» classification pentest
: ' ! 1 = =
Basis of information | black-box white-box i@ h'l-'F'r i@ ,[.H} E
Aggressiveness 1 T T 1 1 m m _‘ﬂ_\l 4’H % E
passive cautious deliberative aggressive ﬁﬂ{f {{T—\, 4‘H '[‘M E ’EE
I 1 : 1 I 1 ! ]z m];]? {.M = —‘_\
Scope fully-fledged limited focussed =
| I I
I I
Procedural method | concealed obvious
T“-"“"“T‘E ' —— + O | R EE R AR
network communication physical soc. engin.
[ | I I
Initial point : \
external internal E éiﬁ%%
| KA FIBGEEE (PRIFUT)
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Prioritized Approach

MS1:
sensitive MS5: Protect
authenticatio MS3: Secure stored
on date and payment card cardholder
limit data applications data

@ @ e o . o o

MS2: Protect MS4: Monitor MS6: Finalize ‘
the perimeter, and control Finalize d
perimeter, access to remaining
internal, and your systems compliance
and wireless efforts, and
networks ensure all
controls are
in_nlanrn
Percent Complete by Milestone - Sample Estimated Date of Completion by
Milestone

100.00%
90.00%
80.00%
70.00%

60.00% 14-Aug-2013
50.00%
20.00% 6-May-2013
2888? - 26-1an-2013
. (]
10.00% J 18-Oct-2012
MS 1 MS 2 MS 3 MS 4 MS 5 MS 6

22 Nov 20132
= MS1

= MS2
mMS3
mMS4
= MS5

m MSe

0.00%

10-JUl-2012
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http://www.atsec.cn/cn/pci-compliance.html

Allinpay Network Services
Co., Ltd
PCIDSSv2.0

Amway (China) Co., Limited
PADSS v2.0

Beijing Baidupay Science
and Technology Co., Ltd
PCIDSS v2.0

Beijing BoTongLianDa
Technology Co., Ltd
PCIDSSv2.0

Beijing Hengjiang Alliance
Technology Co., Ltd
PCIDSSv2.0

BOC Services Company
Limited Kunshan branch
PCIDSSv2.0

CHASE Science Co., Ltd
PADSSv20

China CITIC Bank Corp.,Ltd.

Credit Card Center
PCIDSS v2.0

China Minsheng Bank
Corp.,Ltd. Credit Card
Center

Initial Date: 2013-12-31
lssue Date: 2013-12-31
Expiry Date: 2014-12-30

Initial Date: 2012-05-12
lssue Date: 2012-05-12
Expiry Date: 2016-10-28

Initial Date: 2013-08-19
Issue Date: 2013-08-19
Expiry Date: 2014-08-18

Initial Date: 2013-07-12
Issue Date: 2013-07-12
Expiry Date: 2014-07-11

Initial Date: 2013-06-20
lssue Date: 2013-06-20
Expiry Date: 2014-06-19

Initial Date: 2012-12-06
Issue Date: 2013-12-06
Expiry Date: 2014-12-05

Initial Date: 2012-07-27
Issue Date: 2012-07-27
Expiry Date: 2016-10-28
Initial Date: 2013-05-17
lssue Date: 2013-05-17
Expiry Date: 2014-05-16

Initial Date: 2012-10-15
lssue Date: 2013-10-15
Expiry Date: 2014-10-14

atsec-2013-PCl-
DSS-C-96135-0297

Refer to S5C
official website

atsec-2013-PCI-
DS55-C-47271-0148

atsec-2013-PCl-
DSS-C-26979-0119

atsec-2013-PCl-
DSS-C-27944=0176

atsec-2013-PCI-
'S'5-C<69225-0155

Refer to S5C
official website

atsec-2013-PCl-
DSS-C-68210-0130

atsec-2013-PCI-
DS5S-C-74160-0125

Company Limited
PCIDSSv2.0

Shenzhen Trustspay Network
Technology Co., Ltd
PCIDSSv2.0

SHENZHEN TRUSTSWIFT
ECOMMERCE CO.,LTD.
PCIDSS v2.0

Shenzhen UnionPay Financial
Network Co., Ltd.

PCIDSS v2.0

The NET-A-PORTER

GROUP China Co., Ltd
PCIDSSv2.0

YeePay Inc.
PCIDSSv2.0

ZIEHHIFRNAPCIE A EMZE, atseci®

Issue Date: 2013-12-20
Expiry Date: 2014-12-19

Initial Date: 2013-02-01
Issue Date: 2014-01-26
Expiry Date: 2015-01-25

Initial Date: 2014-01-27
Issue Date: 2014-01-27
Expiry Date: 2015-01-26

Initial Date: 2014-01-289
Issue Date: 2014-01-29
Expiry Date: 2015-01-28

Initial Date: 2013-04-24
Issue Date: 2013-04-24
Expiry Date: 2014-04-23

Initial Date: 2010-06-03
Issue Date: 2013-09-04
Expiry Date: 2014-09-03

EHIRE (ROC: Report on Compliance? HHITEZE* -

BEEMIFREFENEAMREN .
= FEAATELEN . R TEMFREMNSFET, TAES

DSS-C-37201-0173

atsec-2014-PCI-
DSS-C-50290-0451

atsec-2014-PCI-
DS§S5-C-01316-0103

atsec-2014-PCI-
DSS-C-06239-0307

atsec-2012-PCI-
DS§5-C-66228-0135

atsec-2013-PCI-
DSS-C-36123-0502

7+

{This compliance list is only used for PCl compliance status query, atsec retains all
rights to the explanation and use of the compliance list. Any commercial purpose
regarding the usage of this compliance list is explicitly prohibited except formal
authorization from atsec. Compliance and assessment details are described in each
individual Report on Compliance (ROC).}

BT info_cn@atsec.comB Ratsecl IR T EE PCHEFA AT GRS ES -
(Contact atsec at [ ]info cn@atsec com for further information on PCl related

atsec publlc
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- BRHIEENFEZESHRIRMW , B EEXEATIRE | ZERXEETE | VSSEEEMNR
TN FATHERRERF R T EXFHAERXK ;

- BIAEMRVRTHFDALE | LU D Bt N UsaINREREEEHT | ELANFa s = A& &R
HEERENRIAFES ;

- JLARMRIGIERZEA | BUASERIRER TRV ERIGZERIAIE , SEZRIEER. R
PeSEEEIRYEDD ;

- BYEERRRIASRAR  JLSERARDEZETE.

- FEMERAMANEEEHIZNE | EETI RSN FER SEETINE | REB8=F] |

- FEMERFDALET LA ERRZRE EMSEEATRYE | RIMEHRES LIRS
CHIEERE , HREYUERTREM.
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Munich Austin Stockholm

Beijing Bangkok

ISO 9001
ISO/IEC 27001
ISO/IEC 17025

ISO 9001
ISO/IEC 27001
ISO/IEC 17025

ISO 9001
ISO/IEC 27001
ISO/IEC 17025

1SO 9001
ISO/IEC 27001
ISO/IEC 17025 4 *.
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